Azure AD (Entra ID) Setup for FNZ Studio

PART 1 — Important for Connectivity Testing

e Access Entra ID Admin Center
e Add Enterprise Application

Microsoft Entra admin center P Search resources, services, and docs (G+/)
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Create own application.

e Give the application a name depending on your requirements.
e Register an application to integrate with Azure AD

Microsoft Entra admin center P seacch

rvices, and docs (G+/)

R Home p
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Register the application.

e Select the “Supported account types” based on your requirements and the current setup
e Redirect URL “https://abgsc-onb-test.appway.com/j_security_check”

R Home

% Favorites

Identity

Overview

o @

Users

Groups

Devices

g B 3 o

Applications
Enterprise applications

I App registrations

LR

Protection

= Identity governance
1 External Identities

Show more

admin center

P Search resources, services, and docs (G+/)

Home > Standa ichnis > Bro zure AD

Register an application

" Name

The user-facing display name for this application (this can be changed later).

FNZ Studio o

Supported account types

‘Who can use this application or access this API?
(®) Accounts in this organizational directory only (Standardverzeichnis only - Single tenant)
(O Accounts in any organizational directory (Any Azure AD directory - Multitenant)

O Accounts in any organizational directory (Any Azure AD directory - Multitenant) and personal Microsoft accounts (e.g. Skype, Xbox)

O Personal Microsoft accounts only

Help

anged later, but 2 value is req) r most authentication scenarios.

%ﬂ\l return the authentication response to this URI after successfully authenticating the user. Providing this now is optional and it can be

https://abgsc-onb-test.appway.com/j_security_check

Add an owner to the application

R Home

~

Favorites

Identity

W

Overview
2 users
ES

Groups

2z}

Devices

&t

Applications
| Enterprise applications

App registrations

L

Protection

L)

Identity governance

Home > Enterprise applications | All applications > FNZ Studio

S EFNZ S}udio | Owners /
nterprise Application

¢ - add &7 Got feedback?
i overview
Deployment Plan Assigning owners is a simple way to grant the ability to manage all aspects of an enterprise application. Existing owners can also add or remove other owners. Lear more
X Diagnose and solve prablems The separate list of owners who maintain the application registration for this app is on the application registration.
Manage P search Qwners
i1l Properties Display Name 4 Role assigned
8 Owners No application owners found

&, Roles and administrators
2 Users and groups

D single sign-on

@ Provisioning

i Application proxy

C  self-service
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Got to “Single Sign-on”

Microsoft Entra admin cente:

D Search resources, services, and docs (G+/)

Home > Enterprise applications | All applications > FNZ Studio
A Home
FNZ Studio | OIDC-based Sign-on
Enterprise Application
* Favorites ~
“  This application uses OpeniD Connact and OAuth. This protocol simplifies application ¢ 1, has SDKs, and enables your
Overview application to use MS Graph. Learn more 2
S Identity ~
Deployment Plan Because this application uses Openld Connect and OAuth, most single sign-on configuration is already complete. Learn more about application
@ overview and service principal objects in Azure Active Directory [2
X Diagnose and solve problems
2 users v o . . . ~
Manage Configure application praperties 7 Go to application
B Groups A~ I properties Please go to FNZ Studio in the App registrations experience to edit properties such as reply Urls, identifiers
! optional claims, among others. Your account should have the required permissions (Global Administrator, Cloud
MeErs 2 Owners Application Administrator, Application Administrator, or owner of the application object). Learn more about admin

&, Roles and administrators
Deleted groups
& users and groups

Group settings
D single sign-on
& Devices v 2

Provisioning

B8 Applications ~ ¥ Application proxy

©  self-service

Enterprise applications

App registrations previe

& Protection v Security
® Conditional Access
@ Identity governance ~
Permissions
@ External Identities ~

=

@ Taken ancrunfinn

roles in Azure AD [3

Attributes & Claims

& Edit

groups user.groups

Open “Endpoints” and share the following information

- Application (client) ID
- And the endpoints marked

Microsoft Entra admin center EE

A Home o e
FNZ Studio  #

% Favorites. N

& Identity ~

Oveniew

A users

Branding & props

D authentication

Deleted groups

Toke

Group settings.

4P| permi

B Devices ~

[

Get Started

Entarprise 3

|

m s
a v
- Support + Troubleshooting
[& sdentity governance
& Troubleshocting
BB External idanities
Show
& Protection ~
B Leam & support ~

Go to “Client Credentials”

Documes
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& Quickstart

” Integration assistant A Essentials

features

@ Got 2 second? We would love your feedback on Microsoft identity platform (previously Azure AD for developer). —
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Add new client secret and share the secret value with us (let us know how to securely exchange this)

5 Home > Enterprise applications | All applications > FNZ Studio | OIDC-based Sign-on > OIDC-based Sign-on > FNZ Studio
A Home . o
FNZ Studio | Certificates & secrets
% Favorites ~
@ Identity ~ B overview
& Quickstart Credentials enable confidential 2pplications to identify themselves to the authentication service when receiving tokens at a web addressable location (using an HTTPS
@ overview scheme). For a higher level of assurance, we recommend using a certificate (instead of a client secret) as a credential.
" Integration assistant
A Users v
Manage x
A Groups N O Application registration certificates, secrets and federated credentials can be found in the tabs below.
B eranding & properties
All groups
D huthenticat
D authenication Certificates (0)  Client secrets (2)  Fed credentials (0)
Deleted groups Certificates & secrets
A secret string that the application €0 prove its identity when requesting a token. Also can be referred to as application password,
Group sattings Token configuration
5 API permissions + New client secret
5 Devices v
@ Expose an API Description Expires Value @ Secret ID
B3 Applications ~
Bl App roles test 2/4/2024 e ee3caf52-3084-4335-2450-512d186a3d2f T[]
Enterprise applications 8 Owners test2 2/5/2024 fgreem— 0083ch0-a29c-4502-b422-0207(T11b241 B [{
I 4nn cenictetione &, Roles and administrators
Home > Enterprise applications | All applications > FNZ Studio | OIDC-based Sign-on > OIDC-ba > FNZ Studio Add optional claim x

FNZ Studio | Token configuration =

Onee 3 token type is selected, you may chooss from a list of available optional claims.

A7 Got feadba

B Ovenview Optional claims * Token type
Access and ID tokens are used by applications for authentication. Learn more
& i ¥ 2pF T
Quickstart Optional claims are used to e additional information which is returned in one or more tokens, Leam morers"
A Integration assistant
b Add optional daim  + Add groups claim o)
Manage O sam
B franding & properties
Claim Bescription
D muthentication (5] ctom +. Descrption
email The addressable email for this user, if the user has one [ scer - -
Cortificates & secrets aco User's account status in tenant
family_nam Provides the last name, sumame, or family name of the user as defined in the user
G —m— amily_name ovides the last name, surame, o family name of the user 35 defned inthe user object [ s Auth Contes I of the operatons the bearer i elgible
given_name Provides the first or “given” name of the user, as set on the user object ) N -
= 4P permissions [ auth_time Time when the user last authenticated; See OpeniD Con..
groups Optional formatting for group claims
& Expose an API [ ey User's countryjregion

B preferred_usermame Provides the preferred usemame claim, making it easier for apps ta provide username hints and show human reada
WL App roles B email The addressable email for this user, if the user has one

& Owners B family_name Provides the last name, surname, o family name of the ...
&, Roles and administrators [ twa / 1P address
B Manifest B given_name Provides the first or “given’ name of the user, as set on ..

[ incorp signals if the dlient is logging in from the corporate
Support + Traubleshosting
[ ipadar The 1P address the client logged in from

7 lagin pint Login
[ onprem_sia / On-premises security identifier

B preferred_usermame

£ Troubleshaoting

& New support request

Provides the preferred username claim, making it easier.

[ pwd_exp The datetime at which the password expires
Add “groups” claim
o Allgroups
e ->ID->GrouplID
Home > Enterprise applications | All applications > FNZ Studio | OIDC-based Sign-on > OIDC-based Sign-on > FNZ Studio Edit groups claim x

11} FNZ Studio | Token configuration »

) Adding the groups claim applies to Access, ID, and SAML token types. Leamn morep?

F7 Got feedback?

B Oveniew Optional claims. Select group types ta include in Access, ID, and SAML tokens,
wickstar Security groups
& Quickstort Optional claims are used to configure additional ation which is returned in one or more tokens. Leam moregs g
. . . B cirectory roles
A integration assistar
+ Add optionsl cleim  + 4dd groups claim B Al groups inciudes 3 group types: security groups, directory roles, and distribution lists)
Manage [[] Groups assigned to the application irecommended for large enterprise companies to (D
avoid exceeding the limit on the number of groups a token can emit)
B Branding & proper
Claim + Deseription
D Authentication . "
email The addressable email for this user, if the user has one. ustomize token properties by type
Certificates & secrets ~ D
" family_name Provides the last name, sumame. or family name of the user as defined in the user object
N Token configuration . /
given_name Provides the first of “given” name of the User, 85 set on the user abject 8) Group 1D
= APl permissions O samaccountiam
groups Optianal formatting for group claims
@ Exposean AR ) WelBIOSDomainisAMaccounthame
preferred_usemame Provides the preferred usemame claim, making It easier for apps o pravide usemame hints and show human reada
App roles () DNsBomain\sAMAccountName

() ©n Premises Group Security Identifier

&

& Roles and administrators

Owners
Emit groups s role claims ©
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PART 2 — Groups and Roles Setup

This needs ABG input to properly assign the users to the correct roles
Go to Groups -> All groups

“New group” (to be done for each required group)

Microsoft Entra admin center £ search resources, services, and docs (G+/)

Home >

e Groups | All groups - /
a Standardverzeichnis - Azure AD for workforce

«

A Home

% Favorites v

%2 Newgroup L Download groups () Refresh 533 N ew & Got feedback?

& Al groups
® Identity ~ it ~
e 1) Dvnamic aroup memberships have not been updated du Iave. We're working to resolve the issue.
& Deleted groups

@ oveniew 5
X Diagnose and solve problems O search Cpv—
o v
2 = Settings searchmode (@D Contains
8 Groups ~ & General 1 group found
B Expiratio
| angrovps i Bxpiration [ name Object Id Group type Membership type Email
e 3 Naming policy
CEsEIgEIE O [ o 18820212-2735-4006-992¢-e973¢f67a51a  Security Assigned
Activity

Group settings
2 Frivileged Identity Management

5 Devices v )
Y= Access raviews
@ Applications ~ @ Audilogs
Enterprise applications Bulk operation results
App registrztions Troubleshooting + Support
8 protection " 2 New support request

Setup the groups (repeat for each)

- Group type “Security”
- Group name

o Front
OnboardingTeam
Compliance
ExecutiveCommittee
AMLHead

O O O O
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Home > roups | All groups >

New Group

,0? Got feedback?

Group type * (@

| Security &

v
Group name * (0 /
| Cnboarding r & \/ |
Group description (@ /
| Cnboarding Team \/|
Azure AD roles can be assigned to the group ©
R )
o - )
Membership type * (O

N

Assigned
Owners \
Mo owners selected

Members
Mo members selected\
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Add Members to the groups [per ABG requirement]

Microsoft Entra admin center P Search resources, services, and docs (G+/)

Home » Groups | All groups >
ﬁ Home .
(i ) Onboarding »#
Group
¥ Favorites ~
j Delete ,Qj Got feedback?
@ overview
@ Identity ~ .
# Diagnose and solve problems Onboa rdlng
@ oveniew
Manage Onboarding Team
2 users v m
1l Properties
IRRR Groups A £ Members Membership type | Assigned :\‘
All groups 4k Quiners Source [cloua o]
&i. Roles and administrators
Deleted groups Type | Security ‘
& Administrative units
Group seftings Object Id | 41406f-5fca-475a-0e41-f0bead11e651 [is] \
Group memberships
L1 Devices v Applications Created at | 8/9/2023, 5:46:51 PM ] \
8  Applications ~ 4 Licenses
Azure role assignments
Enterprise applications Direct members
o Activity o X » ) i ”
App registrations @ 1 Total &a 1 User(s) A O Group(s) ’:I Q Device(s) @ 0 Other(s)
&3 Privileged Identity Management
& Protection hd . ) Group memberships Owners Total members
I= Access reviews
{8} identity governance N & Audit logs 8o aal @1
1 External Identities ~ U% Bulk operation results
ShoW more Troubleshooting + Support
Home > Groups | All groups > Onboarding
23 Onboarding | Members
Group
Add members Q) Refresh [ Bulk operations ~ Columns A Got feedback?
O overview
X Diagnose and solve problems Direct members Al members
Manage [ search by name F Add filters
il Properties Name T Type Email User type
& Members O User Member
& Owners
“« ”
Add “App Roles
e Create approle
Home > Enterprise applications | All applications > FNZ Studio | OIDC-based Sign-on > OIDC-based Sign-on > FNZ Studio

‘P Search

Overview

&5 Quickstart

# " Integration assistant

Manage

&2 Branding & properties

é) Authentication
Certificates & secrets

il Token configuration

- APl permissions

& Expose an API

4 App roles

2 Awnere

| «

FNZ Studio | App roles =

-+ create app role

App roles

,0\7 Got feedback?

App roles are custom roles ta assign permissions to users or apps. The application defines and publishes the app roles and interprets them

as permissions during authorization.
How do | assign App roles
Display name

Description

User User Role
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Allowed member types

Users/Groups,Applications  User

Value [} State

f69413b0-8a5b-49b5-... Enabled



Define the role “User”. This is required as minimum to get access to FNZ Studio processes

Create app role X

Display namey

| User 47 v’

Allowed member types * @
O Users/Groups

O Applications /
@ Both (Users/Groups + Applications)
Value * @ /

| User W

Description* (©

User Role required for general access for FNZ studio processes‘

Do you want to enable this app role? @
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